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3HAHWE — CUNA: 3ALLNTV CEBA W BJTIN3KMX OT MOLWEHHNYECTBA HA ®VMHAHCOBbIX PbIHKAX

MOLUE‘HHVI‘-IeCTBO B pa3Hblx cdepax Halel MHU3HU MNpUCYTCTBOBANO
BCeraa, U cerofHA oHo npuobpeTaeT HoBble GOPMbI, HTO BO MHOIMOM
06yCNOBNEHO NOABNEHUEM U Pa3BUTUEM GUHAHCOBBIX TEXHOMOMMIA. Kak 3awum-
TUTbCA OT Yrpo3 COBPEMEHHOro GUHAHCOBOrO PblHKA, KAaK pacrno3HaTb WX
M YTO OHM U3 cebs NpeAcTaBAAT — BOT OCHOBHbIE BOMPOCHI, KOTOpble Npef-
naraeTca pacCcMOTpeTb HUKE.

B3AB 3a npuHUMN M3BeCTHOe naTuMHCKoe wu3pedeHne «Praemonitus,
praemunitus» («[lpegynpexaeH, 3Ha4YUT, BOOPYHEH»), BOOPYHKMMCA 3HAHUAMMU
no $PUHAHCOBOM MPAMOTHOCTU M TaKMM 0OPa30M He TOSIbKO OCTaBMM MOLLEHHU-
KOB HU C YeM, HO M Hay4uM, KaK He MonacTbCA K HUM Ha YAO0YKY, CBOUX POAHbIX,
Apy3en N 3HAKOMbIX.

Yaule BCEro MOLWEHHWKM 0BHapyY*KMBAOT Ccebs B MOMEHT Hallero B3auMo-
LenicTBMA ¢ 6aHKOMATOM, NPV COBEPLLEHUN MOKYMOK, ONAaThl YCYr B MHTEPHETE,
npy NONyYeHUN GUILMHIOBLIX PACCHIIOK MUKW B 60NEe CNOMHbIX CUTyauMax —
Korga MpoMCXOAMT yTeyka KOoHpuAeHUManbsHoW uHdopMaumu, Hanpumep m3-3a
He3aLUMLLEHHOrO COeIMHEHNA B CETM.

PaCCMOTpl/IM Haunbonee pacnpoCcTpaHeHHble MOLLEHHNYECKME CXeEMbI N BbIABUM
npasusia 6e3onacHoro CI)VIHaHCOBOFO rnosegeHumA.

BAHKOMAT: NMPABUJIA OCTOPOHHOI' O
NCIOJIb3OBAHNA

BaHKkoMaTbl 6bIBalOT aAanTUPOBAHHLIMK (OOCTYMHbIMKM) M HeadanTUpPOBaH-
HbIMU. A#ANTUPOBAHHbIN ([OCTYMHbBIN) HaHKOMAT — 3TO YCTPOWCTBO Ans 06Cny-
HMBaHMA Nloden C UHBANMOHOCTbIO WU OFPaHUYeHUAMU MO 340pOBblo. Takue
6aHKOMaTbl MOrYT OT/IMYATBLCA pa3MepaMu, HaaMumeM ocoboro MporpamMMHOro
obecrneyeHna unum, HanpuMep, crneumnanbHbIM ayaMopasbeMoM, B MOMEHT UCMOSIb-
30BaHUA KOTOPOro 6aHKOMAT MepexoAuT B CreunasbHbli persuM Ans paboTol
C He3pAYMMM AepHaTeNAMN KapT.

OpnHaKo Takue 6aHKoMaTbl pacrnonoxeHbl He Be3ae. C 04HOW CTOPOHbI, aanTu-
POBaHHbI 6aHKOMAT — 3TO HEOHXOAMMOCTb, U MOMbITKM HANTK ero AnA coBep-
LeHMA onepawLmin NOHATHbI U onpaBaaHbl. C Apyron CTOPOHbI, HeNb3A 3abbiBaTb
0 6e30MacHOCTH, Befb pacnosioxeHne 6aHKkoMaTa MMeeT OYeHb BarkHOe 3Haue-
Hue. Hanpumep, ans He3pAYero KaneHTa Bolbop Meray AOCTYMHbIM 6AHKOMATOM,
HaxXo4AWMMCA Ha yNuLLe, U HeaAaNTUPOBaHHBIM B oduce 6aHKa — HeoAHO3HAYEH.
Henb3a 3abbiBaTb, YTO UCNONb30BaTb 6GAHKOMAT Ha ynuLe 6onee pUCKOBAHHO,
yeMm B oduce baHKa. Ecnm baHKoMaT He afanTMpoBaH — MOMPOCUTE NOMOYb BaM
COTPYAHMKA 6aHKa, NOMMLENCKOro, Apyroe AOMKHOCTHOE NIMLO WU 3HAKOMOTO,
KOTOpPOMY Bbl JoBepAeTe.
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Mpn ncnonb3oBaHMM 6aHKOMaTa He 3abblBanTe M 0 APYruX NpaBunax 6e3o-
nacHoctu. MoMHuTe, yto MNH-Koa HeobxoauMo AepHKaTb B TalHe, ero HUKorga
HeNb3A coobLWaTh TPETbUM NNLAM, M M03TOMY 6e3onacHee UCnonb3oBaTh Te H6aH-
KOMaTbl, pacrnosioKeHne KOTOpblX He MO3BOJSIAeT MOCTOPOHHUM JIOAAM Haxo-
antbcA pagom ¢ Bamu. lNpu Beoge MNVH-Koga Bcerga npuKkpbiBante Knasuatypy
pyKoii. KnaBmatypa 6aHKoMaTta ocHalleHa TaKTU/IbHbIMU MEeTKaMu, Y4TOo MO3BO-
NAeT He3pAYMM nosb3oBaTtensaM BeBoauTb MMNH-Koa 6e3 NoCcTOpOHHEN MOMOLLIM.
TaKre MeTKM Yalle BCero nNpeacTaBnAlT cob0M BbICTYMbl HA KHOMKAaX, COOTBET-
cTBytoWmX undpe 5, Knasmwam BBoAA, KOPPEKLUUN 1N OTMEHBI. B HeKoTopbIx Criy-
yasAx Ha KnasmaTtypy 6aHkoMaTa HaHocuTcA WpndT bpanns.

TpaH3axkumu, noareepHaeHHble [1MH-KogoMm, ocnopuTb 0O4YeHb TPYAOHO,
MOCKOJIbKY MO YC/IOBUAM [0OroBOpa, 3aK/4aeMoro ¢ 6aHKOM Mpu nosiyyYeHun
nnatexHoun KapTbl, NMH-Ko4 He fonMKeH 3HaTb HUKTO, KpoMe Bnajenbla KapTbl.
Ecnm BaM Hy*KHO CHATb Ha/IMYHbIE, HO Bbl UCMbITbIBAETE 3aTPYAHEHUA, HE Nepe-
nasanTte ceoto KapTy U NWH-Ko4 K Hel TpeTbUM finuam, nydile nepeBeamTe HyH-
HYI0 CyMMY Ha KapTy TOMY, KOMY Bbl IOBEPAETE M KTO rOTOB BaM MOMOYb, NOMpO-
CMB 3TOrO 4YesioBeKa CHATb A1 BaC HanmyHble. MMpu obpalleHnr 3a noMoLlbio
cobnofanTe 0CTOPOXHHOCTb, He NpuberanTe K ycayram, ecav BaM npeaioum
nx 6e3 Balleli Npocbbbl HeNmocpeacTBeHHO y 6aHKoMaTa. Bo3MOXKHO 3T0 06bly-
Hble HepaBHOAYLWHbIE FPpaXKaaHe, HO AnA obecneveHnsa cobcTBeHHON 6e3onacHo-
CTW flyYLe OT TaKoW MOMOLLUM OTKa3aTbCA.

ByabTe BHUMATE/IbHbI NPV 3aBepLLEHNM onepaLuii ¢ 6aHKOMaTOM — MO OKOH-
YaHUM oMnepauy MOXKHO YC/bIWATb XapaKTepHbI WeM4YoK, CBUAEeTeIbCTBYOWMMA
0 TOM, YTO 6aHKOMaT BEpHY/ BaM KapTy, — 3abepuTe KapTy cpa3y e, KaK yC/bl-
WwmnTe ero, nHave Yyepe3 30-40 cekyH 6aHKOMAT B LiensAx 6e30NacHOCTN 3aXBaTuT
KapTy obpaTtHo. [leHbry, BbilaBaeMble 6GaHKOMATOM 4epe3 npe3eHTep (0TBep-
CTVe O71A BblAauv HaIMYHbBIX), TOXKe 6yayT AOCTYMHbI B CpeaHeM 0Koso 30 CeKyHa,
Mo UCTEeYEeHUM KOTOpbiX 6aHKOMaT 3abepeT 6aHKHOTLI 06paTHO B TaK Ha3biBae-
MYIO pefrKeKT-KacCeTy, KOTOPYH BbIHUMAIOT 13 6aHKoMaTa TONbKO Npu MHKacca-
unn. Mpouecc Bo3BpaTa [AeHer MoMeT pacTAHYTbCA Ha HeCKoJIbKo AHen. B cny-
yae, ecav Bbl MOMAN B TaKyl0 CUTyaLMio, HEMeAIeHHO MO3BOHUTE WM JINYHO
obpaTtuTecb B 6aHK, M3NOMWUTE CyTb CBOEN MPOGMAEMbl U CnefyiTe WMHCTPYK-
umaM onepatopa. CKopee Bcero, Bac MOMPOCAT Hanucatb 3asBfieHWe: OT PyKK
WM B cucTeMe MoBUNIbHOro/MHTEpHeTOaHKa. He neperkuBaiite: KapTy BaM ec/in
1 He BEpHYT, TO NepeBbINyCTAT, a AeHbM 3a4NCIAT Ha CYeT BCKOpPe Mocsie MHKAc-
cauuv 1 nepecyeTa HaIMYHbIX B 6aHKoMare.

CnyyaeTtcs, 4To 6aHKOMAT, M34aB XapaKTepHble 3BYKW, HE BblAET HaJIMYHbIX.
O6bI4HO TaK bbIBAET, eC/M B 6aHKOMaTe 3aKOHYMINCH AeHbM BOOOLLE UK Kyntopbl
Heob6XxoAMMOro 4OCTOMHCTBA. B 3TOM criyyae geHbr He CNUCbIBAOTCA CO CYeTa.
Ecnm ke Bbl nonyumnnm CMC-cooblieHne o cnncaHum cpeacTs, TO, KaK NpaBuso,
yepe3 HeCKO/IbKO CeKyH BaM NpuaeT coobuieHne 06 0TMeHe onepaumm 1 eHbrn
BEPHYTCA Ha Ball cYyeT.
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OfHaKo cyuwlecTsyeT U Apyran NpuyvHa, U CBA3aHA OHA C MOLUEHHUYECKUMU
onepaumsaMu. B 3ToM crlydae 310yMbILLNIEHHUKM GTOKMPYIOT OKHO Bbldaun AeHer
(oucneHcep) C MOMOLLbLIO CKOTYA WM Pa3/IMYHbIX BUAIOK/poratuH. baHkomar
MOMET peLUnTb, YTO AeHbIN BaM yHe BblAaHbl 1 CNUCATb KX CO cHeTa. TakaA cuTy-
aumnA BCTpeYyaeTCA pefKo, HO eC/n Bbl C Hel CTOSIKHYIMCb — HeMeJ/1eHHO 3BO-
HUTe B 6aHK 1 cneflyiiTe coBeTaM oneparopa.

OMNJIATA TOBAPOB U YCIYT HEPE3 UHTEPHET
N OPYTI'ME ANCTAHUMOHHbBIE KAHAJIbI

Ecnun npu ncnonb3oBaHum 6aHKoMaTa WM onsate MOKYMoK B TOProBbiX TOY-
Kax HeobxoaMMa KapTa WM uMHoe GEeCKOHTAKTHOe YCTPOWCTBO nnaTexa (bpe-
nok, 6pacneT, TenedoH), To Npy ANCTAHUMOHHOM NPOBEeAEeHMN OnepaLmin Ucnonb-
3yI0TCA [JaHHble MMATEKHOW KapTbl UM OPYroro 6eCKOHTAKTHOro YCTPOMCTBA,
B CBA3W C YeM BO3HMKAIT OMpefesieHHble PUCKK, KOTOPbIX MOMHO M3beraTb
WK CyWeCTBEHHO CHU3UTb, eC/IM CleloBaTb NpaBuiaM 6e3onacHoCcTy.

[insa Toro 4Tob6bl Ny4ylle pa3obpaTbCA B HMX, OTBETUM HA BOMPOC: KaKne OaH-
Hble MAAaTeHHbIX KapT MCMOMb3YTCA NPY ANCTAHUMOHHOM onnaTe?

MNperge Bcero 3To HoMep KapTbl — OT 16 00 19 umdp, CpOK OKOHYAHMA Oel-
CTBMA KapTbl M NpoBepoyHbli Kog (CVC nnmn CVV) — Tpu undpbl Ha 0bpaTHOW CTo-
pOHEe KapTbl, paCnosioKeHHbIe crpaBa oT NoaA 4naA nognucu. Kak npasuno, 3ToT
Ko4 HeobXo4uM ONA NOATBEPHAEHUA NaTesa U UMEHHO MO3TOMY MOLUEHHUKN
NbITAlOTCA BCeMU cnocobamu y3HaTb ero y Bac. [Npryem ecnm HoMep KapTbl MOXKeT
COXpPaHATbLCA Y NPoAaBLA, TO AaHHbIN Kog — HeT. [NoMHuTe, yto CVV nam CVC-
KOO HWKOrA4a Henb3A nepefaBaTb/HAa3blBaTb TPETbMM NNLLAM, HUKTO He umeeT
npaBa noTpeboBaTb OT BaC Ha3BaTb €ro, OTNPaBUTb MMCbMOM UM COOBLLEHMEM.
Ecnn ke 370 npoun3owwno, 3HauuT, Bbl UMeeTe Aef0 C MOLLIEHHUKAMMU.

KpoMe 0603HaYeHHbIX PEKBM3UTOB, MHOIMME MHTEPHET-MarasvHbl 3anpaliu-
BalOT UMA AepHaTend. 3Ta MHPopMaLMA UCMONb3YeTCA UCKIIOYUTENIbHO Ha CTO-
pOHE MarasmHa M Mo KaHasiaM MIATEeHOM CUCTeMbl OT MpoAaBLa K IMUTEHTY
KapTbl He NnepefaeTcA. KoMnaHuA-nNpoaaseL, 3anpalivMBaeT ee B Liensax CobCTBeH-
HOM 6e30MaCcHOCTN Ha Cly4ai NPeTeH3un CO CTOPOHbI MoKynaTens. Ecam cuctema
3anpawmBaeT BBOA UMEHU AepxaTesnia ANAa onaaTbl NOKYMKNW — Hanuwnte ero,
BaM 3TO HUYEM He MPO3UT.

PocT MoLueHHMYecTBa B BUPTYasibHOW 061aCTV BbIHYAUN MaTeHbIE CUCTEMDI
nobaBUTb elle OAHy CTenmeHb 3alyTbl B MPOLLECC COBEpLUEHWUA MnaTexel
4yepe3 MHTEPHET, & MMEHHO OHOPA30BbIV Naposib (Tak Ha3blBaemMana TEXHONOMUA
3DSecure). Takol Naposib MOKET BbITb MOYYEH pasMYHbIMK CNOCO6aMM:

+ C MOMOLLBIO CKPETY-KapTbl — CreLmanbHON KapTbl CO CHULLAEMbBIM C/TOEM;

+  C MOMOLLBI0 KOAA, PACCYMTAHHOMO CreumasibHbIM YCTPOACTBOM,;
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+ a B nofasnswweM 6onbWMHCTBE ciydaeB ¢ nomouwbto CMC unn PUSH-
CO06LEeHNI A — 0HOPA30BbIX Naposiel, HanpaBiAeMblX BaM HaHKOM-3MU-
TEHTOM KapTbl.

Takoli naponb HeobxoAMMO BBECTM B CMELMASIbBHOM OKHE Mpu MOKYMKe
W CoBepLUeHUN nnaTexa vyepes uHTepHeT. Tak #e Kak [MNH-kog, CVV nnn CVC-
KOZ, ero Hesb3f HUKOMY M HUKOrAa coobLaTh, MOCKOJbKY NPV HOPMasbHOW Npo-
Ledype nnaTtexa oH TpebyeTca TONbKO AN1A NpoBeAeHNA NnaTerKa Yepes NHTep-
HeT. Hukakue coTpyoHukM 6aHKka, baHka Poccun, nonuvuum, nobbix Opyrmx
opraHv3auuii n Tem 6onee YacTHble MUA He MMeIT npaBa TpeboBaTb OT Bac
MHPopMaLMo 06 OOHOPA30BbIX KOAAX WM NaponAx A1 NOATBEPHAEHUA
nnaTema.

MHorpa coBeplueHHan BaMy TPaH3aKLUMA MOXET Bbi3BaTb BOMPOCHI Y COTPYA-
HUKOB C/y*KObl 6e3onacHocTM 6aHKka. B 3ToM ciiydyae BamM MoryT Mo3BOHWUTH
M NOMPOCUTb YTOYHUTb MHPOPMALIMIO O MOCAeAHUX NMPOoBeAEeHHbIX BaMu onepa-
LmMAX no KapTe. OgHaKo HUKOrAA U HU NPUY KaKnx 06CTOATENbCTBAX OHU HE 10/THKHbI
NPOCUTb BaC NpefoCcTaBuTb TaKyo MHbOpMaLIMIO, KaK HOMep KapTbl, CPOK ee Aeit-
ctBusA unm tem bonee CVV unu CVC-koa n/munm ogHopasoBbiii Naposb. Ecnm KTo-To
noa BMAOM COTPYAHMKA GaHKa MbiTaeTcA y3HaTb Yy BaC 3TW CBeleHus, Hemen-
NEHHO 3aBepLUNTE Pa3roBop — Bbl UMeEeTe Ae10 C MOLUEHHUKOM.

BarkHo cobntogaTh rnaBHbIv NpUHUMN: BCe, 4To npuwsio no CMC, npeaHasHa-
YeHO TOMbKO A/1A BAaC, U HUKaKKe noam no tenedoHy He MOryT MHTepecoBaTbCA
3TMMK undpamun. Ecim KTo-To NpocuT BaC Ha3BaTb KO WM OPYryl0 CEKPETHYIO
nHbopmaumto, BbicbiaeMyto BaM 6aHkoM B CMC-cooblieHun, Takne nogn —
0[JHO3HA4YHO MOLLEHHUKMN.

OULLINHT

®uwuHr (aHrn. phishing, oT cxogHOro nNo 3By4aHWO AHIAMIACKOrO C/l0Ba
fishing — pblbanka) — o4MH 13 BUAOB MHTEPHET-MOLLEHHNYECTBA, CBOeobpa3Hasn
«JTOBJIA HA ¥KMBLA» C MOMOLLIbIO MaccoBbIx paccbliok CMC-coobLueHunin n cooblue-
HWUI MO 3NEKTPOHHON MoYTe AKOObI OT UMEHWN MOMNYNAPHbLIX KOMMNAHWI UK opra-
HM3aumin, 6aHKoB, baHKka Poccum 1 Tak ganee, cogepKallimx CCbINIKN Ha NOMKHbIE
CanTbl, BHELUHE HEOT/IMYMMbIE OT HaCToALWMX. Llenbio JaHHOro B1uaa MoLeHHNYe-
CTBa ABNAETCA MOJIyYeHMe BalUMX KOHPUAEHLMANbHBIX AAHHbLIX: TOMMHOB, Napo-
new, AaHHbIX NNLEBBIX CHETOB M HAHKOBCKUX KapT, BallMX [JOKYMEHTOB, 0JIHOPa30-
BbIX naponen, nonydaembix no CMC, NMMNH-kopos K kaptam, CVV nnin CVC-Kkopos
n Opyron nHPopmauum, OTHOCALLLENCA K BaM U BaluMM GpUHAHCaM.

O6bl4HO ULIMHIOBBIE PACCHIIKM MACKUPYIOTCA NoA4 COO6LEHNA OT UMEHM
Bawero 6aHKka, NonyaApHbIX OpraHM3aLmMin UM U3BECTHBIX KOMMaHUiA. B TeKkcTax
TaKMx Ncem 06bIYHO coaepruTcA MHGopMaLma o 6OKMPOBKe KapTbl, NepeBoe
WM 3Q4UCNEHUN CPEACTB, BbIMIPbILIE B JIOTEPEI, a TaKKe Npocbbbl 06HOBUTHL
WAV NOATBEpAUTb BEPHOCTb MEepPCOHANbHbBIX AaHHBIX M3-3a2 Kakux-nbo npobnem
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C HUMW. I'Ipm NMMCbMEHHOM WIN YCTHOM O6LLl,eHI/II/I 3J/TIOYMbILWIEHHNKN 3alpalln-
BaloT onpenesieHHble gaHHble nmobo npennaraloT I'IpOVITVI MO CCblJIKE Ha CTpaHunuy
Cl)aﬂbUJVIBOFO CanTa, BHELLUHE HEOT/IMYMMOro OT HACTOALWEro, rae NpoOCAT HepTBY
BBECTU HeO6XO,EI,VIMbIe MM TMepCoOHa/lbHble OaHHbIE. I'Ionyqume I'IOJJ,O6HOVI VIHCI)Op-
Mauun 3J71I0yMbllL1EHHNKaMN MOMET MNMpuUBECTU K Kpare NepCOoHa/IbHbIX OaHHbIX
N1 CnNCaHnto cpencTB C KapTbl.

[ina Toro 4Tobbl He CTaTb epTBON GULLMHIOBOWN aTakKn, HeobxoanMo cneno-
BaTb NpUHUMNAM 6e30nacHoro noBeaeHus B UHTEPHETE:

+ He nepexoguTb NO CCblIKAM, MPUCIAHHBIM B NOA03PUTENbHBIX WX Heno-
HATHbIX CMC-coo6LLeHmMAX, COOBLLEHNAX INEKTPOHHON MOYTbI, COLMAbHBIX
ceTewn;

+ He 3arpyKaTb BNOKeHHble daiisibl U3 COOOLLEHMI, KOTOPbIX Bbl HE OXKMAANN;
« obecneunTb HaZeHKHOM 3aLMTON CBOM NAPOJIM U HUKOMY KX He NepenaBaTth;

+ He cooblaTb HUKOMY CBOW MepCOHasIbHble AAaHHble — HU Mo TenedoHy,
HW JINYHO, HU B KAKUX-NMOO COOBLLEHUNAX;

+ BHMMaTeNbHO npoaHanm3upoBaTtb agpec canta (URL), Ha KoTopbin ocy-
LecTsnaAeTcA nepeagpecauna. HecmMoTpa Ha TO 4YTO CAWT MOLLEHHMKOB
4aCTO BbIMMAOWUT OYEeHb MOXOMUM Ha HacToAwmn, ero URL-agpec B 60/1b-
WMHCTBE C/ly4aeB OT/IMYAETCA OT OpPUrMHASIbHOMO (Hanpumep, 3akaHuu-
BaTbCA Ha .COM BMECTO .ru);

+ He 3BOHUTb Mo TenedoHaM, YKa3aHHbIM B MOA03PUTENIBHOM COOOLLEHUN.
Ecnm y Bac ecTb COMHeHUss — nepe3BoHUTe B CBOM GaHK Mo TenedoHam,
KOTOpble NpMBeeHbl Ha Ballen KapTe UK Ha canTe 6aHKa;

« noAneprkvBanTe cBon bpay3ep 0O6HOBMEHHLIM U CBOEBPEMEHHO YCTaHaB-
nvBanTe 06HOBMEHUA 6e30MaCHOCTU U aHTUBUPYCHbIE MPOrpaMMbl.

OUHAHCOBAA NMNPAMNIA

duHaHCoBaA UM MHBECTULMOHHAA NMpaMmaa — 3T0 cucTeMa obecneyeHus
noxoga 6onee paHHUM MHBECTOPAM MyTeM MOCTOAHHOMO MpUB/IEYEHUA OEeHe-
HbIX CpeACTB HOBbIX y4acTHMKOB. OcHoBaTenn dbMHaHCOBOM NpamMuabl obelatoT
MHBECTOPaM CBEPXBbICOKYI0 JOXOLHOCTb, OAHAKO NOAAEPHMBATb TAKON YPOBEHb
LOXOOHOCTN ANUTENbHOEe BpPeMs HEeBO3MOMHO, 0COOEHHO Mpu TOM, YTO peasib-
HOW XO3AWCTBEHHO-WUHBECTULMOHHOW [OeATEeNIbHOCTU NUpaMuaa, Kak Npaswuiio,
He BedeT. DTO 03HA4aeT, YTo noraweHne o0bA3aTeNbCTB nepen BCEMU YYaCTHU-
KaMu NMpamMmnibl 3aBeJOMO HEBbIMNOJIHUMO.

MpuHUMNMANbHBIM OTAMYMEM (GUHAHCOBOW NUpamuabl OT peasibHoro 6us-
Hec-npoeKTa ABMAETCA UCTOYHMK BbiniaTbl goxoaa. Ecnm cymma Bbinat goxoaa
CTabunbHO MpeBbillaeT pa3mep O006aBNEeHHOW CTOMMOCTM, KOTopylo obecrneyn-
BaeT AaHHbIM GU3HEC, TO MOMKHO CMeJI0 FOBOPUTb O TOM, YTO MPOEKT ABMAETCA
dVHAHCOBOM NMPaMNOON.
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3avacTtyio PMHAHCOBbIE NMMpamMUAabl PEMMCTPUPYIOTCA KaK HEKME OopraHusa-
UMK, NpuBnekawwme cpenctsa Ans GUHAHCMPOBAHMA KaKoro-HMbyab npoeKTa.
B cnyyae ecnum ero peanbHan AOXOAHOCTb OKa3blBaeTCA HUHe 0bellaHHbIX MHBE-
cTopaM [0XOAO0B MM OTCYTCTBYeT BOOOLWE, TO YacTb CPeAcCTB, MOCTYMNUBLUMX
OT HOBbIX MHBECTOPOB, HANpPaBAAETCA Ha BbINAATy 40x04a. 3aKOHOMEPHbLIM UTO-
FOM TaKoW cUTyaumn ABNAeTCA 6aHKPOTCTBO NPOEKTa U YObITKN NOCIeAHUX UHBE-
cTopoB. CobpaHHble cpefcTBa HanpaBnATCA He HA MOKYMKY IMKBUOHBIX BbICO-
KOJOXOAHbIX aKTUBOB MW pa3BuTMe BU3Heca, a cpasy UCNob3yTCA 45 BbinaaT
npeablayWwnM y4acTHUKAM, OMNaTy peknamMbl M JoXo4a OpraHvM3aTtopoB. Yem
nonble GyHKUMOHMPYET NUpaMuad, TEM MeHblue MPOLEHT BO3MOMHOMO BO3-
BpaTa CPeAcTB MNpuU ee NMKBUAALNMN.

MOLUEHHWRKA HA TOPI OBbIX
OHJTANH-TNOLWAOKAX

CerogHA Bce 6OnblUeli MOMYNAPHOCTBIO MOJb3YHOTCA Pa3/iyHble TOProBble
OHNAMH-MMOLWAAKM, HA KOTOPbIX B TOM YMC/Ie M YacTHble Mua MoryT Npoaatb
W KYNUTb KaK HOBble, Tak M ObiBLUME B YyNOTPEOIeHUN TOBApbI, A TaKHe pasnnyd-
Hble ycnyri. Takue nnowaaKkm NpeacTaBnAlT 0cobbii MHTepec ANA MOLLEHHVKOB.
MonynApHOCTb MOLLEHHMYECTBA B 3TON cucTeMe 06 bACHAETCA 6OMbLUNM Konnye-
CTBOM M0JIb30BaTeNEeN, KOTOpPble pa3MeLLaloT CBoM 06bABMEHMA.

Ha 3Tnx nnowagkax MoLEeHHUKK pa60Tar0T B OCHOBHOM 10 HECKOJIbKNM CXe-
MaM, Ccpean KOTOpPbIX MOMHO BblAeNNTb cieayolmne:

« [epecbinKka ToBapa ¢ npegonnaTon. 3a4acTyro NPOLLECC KyNnN-NPoL4arKn
Ha canTe NpoXoauT Mexay nnuamu U3 pasHblix roponos. [lepen oTnpas-
KoV ToBapa MnokynaTtesib 1 NpoJasel, JoroBapuBatoTCA 06 YC/10BUAX nepe-
CblIKM HEobXoAMMOro ToBapa. MOLWEHHUKN e OeNCTBYIT Chemyrowmm
obpa3oM: NpoJaBel, 0TKA3bIBAETCA BCTPEYATLCA C NMoKynaTesieM Ha yaob-
HOWM TeppuTOpUKN N TpebyeT NpeaonnaTy 3a Nepechblsiky ToBapa WM roBo-
pUT, YTO Y HEr0 eCTb HECKOJIbKO MOKyNaTesien n OH 0TAACT ToBap B C/iyyae
HemMe4eHHON npefonnaTel B pa3mepe, Hanpumep, 10% oT cyMMbl Ha ero
KapTy. NoKynaTenb NnepeBoANT HEOOXOAMMYD CYMMY M OCTAETCA HU C YeM,
TaK KaKk MOLLEHHVK NponazaeT v nepectaeT BbIXOAUTb Ha CBA3b. [103TOMyY
ec/n nNpoAasel, Ha4nHaeT TpeboBaTb 3anNaTUTb €My YaCTUYHYI0 WU MNOJ-
HYH0 CTOMMOCTb TOBapa, UrHopupyiTe 3To TpeboBaHWe, a Npu HACTONYMBOM
BbIMOraTe/ibCTBe MNpeKpalanTe nbble KOHTaKTbl. [MoaobHble cuTyauun
NErko y3HaBaeMbl U, K COMANEHMIO, BO3HMKAOT YacTo. CTapanTecb B HUX
He nornajaTb, TaK KaK Te, KTO BCe e COBepLUT npegonnarty U He noayyuT
obeLllaHHbIl ToBap, NoTepseT AeHbrn HaBceraa.

- TpeboBaHue otBeTUTb Mo CMC. O4YeHb YAaCTO MOLUEHHMKM OTMpaBAAOT
C HemsBecTHoro Homepa CMC-coobuWEeHNA PasNNYHOIrO CoAEepPHKaHUA.
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Hanpumep, o 610KMpoBKe 0OBABNEHNA 3@ HapylleHWe MpaBwus, 0 Hau-
YUK OTKJIMKOB Ha pa3MelleHHoe o6bABneHWe, Npocbbbl npucnate CMC
C KOOOM A5 OTMeHbl 6/IOKMPOBKM K Apyrue. Taknum ob6pa3oM, 3/10yMblLL-
NEHHWKKN BbIHY*KAaT otnpaButb CMC, 3a KoTopoe € Bac MOryT cnucatb
KpYnHyto cyMMy. [1nA yBEPEHHOCTM B NPaBOMEpPHOCTM NofobHbIX TpeboBa-
HUIA HEOHX0AMMO 06PaTUTLCA B CIYKOY NOAAEPHKM UCMOMb3YEMOro CanTa.
Ob6paTnTe BHUMaHWeE, YTO HEKOTOpble MObOUSIbHBIE OMepaTopbl NpeaocTaB-
NAIT YCNyry OTKPbITUA OTAENBHOrO cYeTa ANA ONnaThl Pa3/IMYHbIX CEepBU-
COB, MOAK/IOYEHME KOTOPbIX CHUMKAET PUCK NOTEPD.

- Pa6oTta c npegonnaton. OgHMM M3 pPacnpoCTPaHEHHbIX C/Iy4aEB MOLLEH-
HU4YecTBa ABNAETCA Mpocbba O npeponnarte 3a yciyru No YCTPOMCTBY
Ha paboTy. MoLeHHNKM NPOCAT BHECTU OMNpefeNieHHbIli B3HOC 3a 3aK/to-
yeHne Jorosopa, obopmMieHne OOKYMeHTaumun, NponycKk Ha TeppuTopuio,
obyuawolme MaTepuanbl 1 Tak ganee. MNonyuns AeHbry, 3/10yMbILLIEHHUKN,
ecTecTBeHHo, ucyesatoT. [lomHuTe! HM ogHa opraHu3auma He bepeT aeHer
y 6yayumx paboTHMKOB HM [0 MX YCTPOWCTBA Ha paboTy, HKU nocne. Ecin
Bbl CTOJIKHY/IMCb C TaKUMK NpocbbaMn — CKopee BCEro, Bbl UMeeTe [eso
C MOLLEHHMKaMM.

- [epepaya nepcoHasbHbIX g4aHHbIX. He1obpocoBecTHble NPoaaBLbl/MOKY-
naTenu NoA pasfnMyHbIMK NPeanoraMm MoryT MblTaTbCA Y3HATb Y BaC /IM4-
Hble [aHHble, Hanpumep Homep 6aHKOBCKoOW KapTbl n ee MNH-kog, CVV
nnm CVC-koa, paxke opgHopa3sosbli CMC-naponb onA nogTeBepraeHuA
onnarbl. PasrnaweHne gaHHoOM nHGopMaLMm TpeTbUM INLLAM MOXKET yrpo-
¥aTb BalLeN MYHON N PUHaAHCOBOW be3onacHocTu. Ecnm Bbl xoTuTe ObITb
yBepeHbl B 3aLLMTe JIMYHbIX AHHBIX U JeHeMHbIX CPefCTB, lepHuTe ceese-
HUA O HUX Npw cebe.

«HUTEPUNCKUE» MUCbMA

«Hurepuiickne» nmMcbMa — 0CO6bI BMA BbICOKOOPraHM30BaHHOIO MOLLEH-
HUYeCTBa, NOABMBLUMICA No4TK 40 NeT Ha3ad W NoNyYMBLLUMIA Hambonbluee pac-
NpoCTpaHeHe C MOABIEHMEM MACCOBbIX PaCCbIIOK MO 3/IEKTPOHHOM MoyTe
(cnama). NucbMa HasBaHbl Tak MOTOMY, YTO LUMPOKOE PAaCnpOCTPaHEeHNE AaHHbIN
BMA MOLLUEHHMYecTBa Nofayynn B Hurepuu, npuyem ewe 00 NOABNEHUA UHTEp-
HeTa — B TO BpPEMs MOLUEHHUKM [eNCTBOBa/M C MOMOLLb0 OObIMHOM MOYTbI.
CerooHA «HUrepuncKMe» MMCbMa MOXKHO MONYYUTb UM U3 ApYrnxX adpUKAHCKMX
CTpaH, a Tak¥e u3 AHraum, Nonnangun, Mcnanmm, OA3, CLLUA n garke Poccun.
MOoLLEHHMKK, KaK NpaBu/o, NPOCAT Y Nosy4aTeNAa NMCbMa NOMOLLM B COBEPLUEHNM
MHOIOMWJ/IIMOHHBIX AEHEHbIX onepauuii, obellan 3a Hee CoNMAHbIe NPOLEHTDI.
JT0 MoryT 6bITb, HANpPUMeEp, pa3fMyHblie Aena no nosly4eHnto agpecaTom Hacneq-
CTBa, WM NPOCbObl MOMOYb C BAHKOBCKUM MepeBOAOM 3a FpaHuLy, Uan npeano-
YKEeHMA 0 MonyYeHun aeHer ¢ 6aHKOBCKOro cyeTa YMepLUero KaneHTa, KOTopbli
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MO KaKOMy-TO 4YydecHOMy COBMafeHuo ABnAAeTcA oaHodamMuibLeM agpecaTta.
Ecnm nonyyatenb nmMcbma cornawaeTcA NoMoYb, Y Hero MOCTENEeHHO BbIMAHU-
BAlOTCA KpYrHble CyMMbl ieHer AKobbl Ha odopmMeHne caenok, ynnaTty cbopos,
B3ATKN YNHOBHMKAM, @ MOTOM U WTpadbl.

Mpobnema cocTouT B TOM, YTO B AAHHOM CJly4ae y MOLUEHHMKOB BCe Mpojy-
MaHO [0 Mejioyelt: y HUX ecTb oduchl, paboTarowmin GaKkc, CO6CTBEHHblE CANThI,
CBA3W C NPaBUTENIbCTBEHHBIMM OpraHn3auMaMu, U NonbiTKa NoslyvaTens nucbma
NPOBECTV CaMOCTOATESIbHOE pacciefoBaHNe He OBHapyKMBaeT NPOTUBOPEYUN
B NlereHpe.

HecMoTpA Ha TO 4TO Ha MPOTAMEHMM MHOMMX NeT B CpeacTBax MacCOBOM
MHbopMaLmm NoapobHO paccKasbiBaeTcA O AaHHOM BMAE MOLLEHHMYeCTBa, Mac-
COBOCTb PaCCbI/IKM NPUBOAUT K TOMY, YTO 3/1I0YMbILLIEHHVMKM HAaXO4AT BCE HOBbIE
M HOBblE ¥KepTBbl, KOTOPbIE OTAAT MM KPYMHble CYMMbI fEHEr.

B uenoM MoOMHO BblaenUTb 06LMe OCOOEHHOCTU «HUrEPUMNCKUX» MUCEM
n noboro MOLWeHHNYeCTBa, CBA3AHHONO C BbiIMaHMBaHWEM AeHer. Bo-nepBsbix,
NOYTN B KaMOOM C/lydae eCTb OLLyLleHWe, YTO BCe HaAo AeNlaTb «CPOYHENLLUM
0bpa3oM». YnomuHatoTca $opc-MarKopHble 06CTOATENbCTBA, @ B TeMe MUcbMa
MUWYT «CPOYHO, OYEHb CPO4YHO». Bo-BTOpbIX, B GOMBLIMHCTBE C/ly4aeB Koppe-
CNOHAEHLMA OTNPaBAeTCA N0 GaKCy UM Yepe3 INEKTPOHHYL0 NoYTy. B-TpeTbux,
3/10yMBbILLSTIEHHUKM UCMOJIb3YIOT pa3/inyHble CCbIJIKU HAa pa3Horo poAa AOKYMEHTH,
neyaTHble U3[aHWA, 3aKOHOAATesIbHble aKTbl, MPW3BaHHblIE BbI3BaTb JOBeEpue
HepTBbl. B-yeTBepTblX, BCAYECKM MNOOYEPHKMBAETCA 3/IMTAPHOCTb, SKCK/IHO3MUB-
HOCTb MpeanaraemMon cxembl. [peanorkeHne UCxoauT AKOObI OT BbICOKOMOCTaB-
NIEHHbIX YMHOBHUKOB, BAOB MO/MTUYECKUX JIMAEPOB, Pa3/IMYHbIX HAC/ELHUKOB
M Tak ganee. [0BOpUTCA, YTO BaC KaK 4YesloBEKA O4YE€Hb HAOEMHOro M 4ecT-
HOro peKoMeHJoBan OAMH Ball 3HAKOMbIW, MOMKeNaBWWA OCTaTbCA HEen3BecCT-
HbIM. B ncbMax npakTuyeckn Bcerga purypuvpytoT 6onblime cyMMbl feHer: oT 10
no 80 mnH $ CLUA. MonyyaTento npegnaraeTca COTpyaHMYATb 3a KPYMHbIA Npo-
LeHT (o 30% oT obLei cyMMbl). HaKoHeL, MOLEHHUKN aKLLEHTUPYIOT BHUMaHKe
MepTBbl HA KOHOUAEHLMANBHOM XapaKTepe CAENKM, He CKpbIBaA ee HelernTum-
HoCTW. Bce 3To Hy*KHO AnA Toro, 4tobbl Nocne ycnewHon adpepbl NOCTpaaaBLIMNA
He noberkan ¥anoBaTbCA B MONMUMIO U3-3a CTpaxa ObiTb YIMYEHHBIM B HE3aKOH-
HbIX onepaumsx.

Jlydwmin cnocob m3beKaTb HENpUATHOCTEN, CBA3AHHbIX C MOCAeACTBUAMM
o0LeHnA 1 B3aMMOAeNncTBUA C NOAOOHLIMU MOLIEHHUKAMW, — WFHOPUPOBATb
MX NMMCbMa, HeMeANleHHo yaanas 6e3 oTeeTa.

NMCEBOOBPOKEPBI N NMCEBAOOANJIEPDHI

MOLLEHHVKM perynapHO npeaiaraioT KAMeHTaM GpoKepckue Wnn aunepckune
yC/yru, C MOMOLLBI KOTOPbIX AKOObI MOMHO NMPUYMHOMUTb CBOW KanuTan u ocy-
LWeCTBUTb BbICOKOAOXOAHbIE MHBECTULMW, HE UMEA NMPU 3TOM HUKAKOro OTHOLLe-
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HUA K peasibHbIM OBpoKepaM U aunepam, a TakKe NIMLEH3UM Ha OCyLLecTB/eHne
Takon fenaTenbHOCTU. X uenb — BbIHYAUTb KWEHTA NepeBecT! UM [EeHEHHble
cpencTsa.

K 0CHOBHbIM npneMamMm MOWEHHNKOB MOMXHO OTHECTMU:

- BbiBog geHer yepe3 noBbilleHWe TOproBoro cratyca. Hanpumep, Knn-
eHT 3aperncTpyMpoBasiCA Ha caiTe TOProBOM NAOWAAKM MO OUMHAPHBIM
OnuMoHaM, NMOMOJSIHUI CBOM 6anaHC M NosyYnn yBeoMeHWe 0 Noy4eHUN
«BOHYCHbIX fox0A0B». OHAKO ANA BbIBOAA 3TUX AEHEr K HeMy npeabss-
NAT TpeboBaHMe 0 NOBbILLEHUM CBOEro TOProBOro CTaTyca, a UMeHHO Mpo-
CAT BHECTW OOMNONHUTENbHYI0 CyMMy. B nTOre KnneHT BHOCMT BCe 6osbLue
1 6onblue CpencTB, HO Tak M He Mojly4aeT BO3MOMHOCTU BbIBECTU CBOM
LeHbrn. M3 peanbHon ke BPOKepCKON MM OWUNEPCKON KOMMAHUN KINEHT
BCEra MOMKeT BbIBECTU CBOM CBOOO/HbIE [leHeKHble cpeacTBa 6e3 Kakumx-
NM60 [ONONHUTENBHBIX BIOMEHWA.

- lpocbba nepeBecTn AeHbrM Ha KapTy (WM INEKTPOHHbIN KoOLLeNeK)
TpeTbemy nuLy. 3anoMHUTe, YTO peasibHble BPOKepCKMe N AuepcKue
KOMMaHWM He NPOCAT NepeBecTn CpeacTBa Ha KapTy TpeTbero nuua. Ecan
Bbl BbIMOJIHATE TaKOW NepeBof, 0TO3BaTb CPeACTBA OYAET YKe HEBO3MOMKHO.

- [Jorosop y4yacTtua B notepee unu gorosop-napu. KaineHT HeBHUMaTeIbHO
ynTaeT LOroBop, KOTOPbIV MOAMUCHIBAET C AKOObI BPOKEPCKOI KOMMNAHUEN,
W KOrAga OH MblTaeTCA MONYyYUTb CBOM [eHbln, KOMMaHWA OTKa3blBaeTCA
NX BEPHYTb, CCbINAACb HA [OroBoOp, rae yKa3aHo, YTO K/MEeHT yyacTBoBa
B /l0Tepee wan napw, NpyyeM yalle BCero 3ta MHpopmauma nponucbiBa-
eTcA MenkuM wpudTom. MonyyaeTca, YTO KAMEHTY «NPOCTO He MoBe3/10»
M OH Npowurpan cBou AeHbru. na Toro 4tobbl n3beraTb Takon cUTyaumu,
BHUMAaTE/NbHO YNTaliTe AOrOBOPbI, KOTOpble Bbl NoanuceiBaeTe. MNpu nobbix
COMHeHuAx bepuTe Bpema Ha 6onee AeTasbHOe M3y4eHVe [OKYMEHTOB
N MO BO3MOMHOCTM 3HAKOMbTECb C HUMW B CMOKOMHOW AoMaluHen obcTa-
HOBKe, Npuberas Npn HeobXoAMMOCTU K KOHCYIbTaummn oprcTa.

[MoMHUTE, ecnn OeHbrM nepeBefeHbl B KOMMAHWIO, 3aperncTpyMpoBaHHYHO
Ha TeppuTOpMKM APYroro rocyaapcTsa, TO CNopbl NPUAETCA pewaTb B €ro npaBo-
BOM MoJie, TO eCTb B ApPYron CTpaHe, Tak KaK POCCUIACKME 3aKOHbl HA 3TN KOM-
NaHUM He pacnpocTpaHATcA. Ecam cnyyanocb TakK, 4To Bbl BCe-Taku nepesenn
LEHbIM Ha CHET KOMMAaHUM 3/10YMbILLNIEHHUKOB, 6aHK CMOMET BEPHYTb MX TOIbKO
B C/ly4ae cornacua KOMMaHuM, Ha YTO PaccYMTbiBaTb HE MPUXOAUTCA.

[ina Toro ytobbl M3beKaTb BCTPEUM C MOLWIEHHMKaMK nodobHoro Tmna, ybe-
OMTECb, YTO Y BbIOPAHHOW BaMM KOMMAHWM eCTb JIMUEH3UA Ha ocyulecTBie-
HUe BpOKepCKOl UM AUNepcKoi aeATenbHoCcTU. MNepeveHb POCCUACKUX KOMMA-
HWI, Y KOTOPbIX eCTb COOTBETCTBYIOLLAA NMLEH3UA, NpeacTasieH B CNpaBoYHUKe
y4aCTHUKOB PUHAHCOBOrO pblHKA Ha canTe baHka Poccun. Kpome Toro, nocta-
paniTecb HAMTU 0T3biBbl HA NMPOPUIbHBIX canTax/dopyMax O HyHHON BaM KOoMnMa-
HWM 1 pa3y3HaTb O peasibHOM OrbITe B3anMOOENCTBUA C HEN.
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OMNPOCbI, KOHRYPCbI, PACITPOOARM

[oBonbHO Yacto B CMC-co06LeHNAX, 3NEKTPOHHbBIX MUCbMAX MOMKHO MOJly-
YNTb NPEaNOKEHNA MPOMTU ONPOC/aHKeTMPOBaHWe ¢ obelaHneM Noay4nTb 3a 3TO
rapaHTMpOBaHHbIA Npu3. Mpn oTBeTe Ha TaKoe COObLEHNe UM Aarke 3BOHOK
MOLLEHHWKM OO/IF0 paCcCKa3biBAOT O KOMMAaHUK, ONpoce, Harpaje, a NoToMm npeg-
naralwT KIMeHTY NoATBepAMTb CBOK JIMYHOCTb, FParOaHCTBO, MECTO UTesb-
CTBa, NPefoCTaBMB A1A NOyYeHMA Npu3a onpeaesneHHyo NNMYHY0 MHGopMaLmio:
yaule BCero gaHHble 6aHKOBCKOM KapTbl. [10ABOX COCTOMT B TOM, YTO 3/10yMblLU-
NEHHVKM NoA pa3HbIMK NMpeaioraMn HaCTamBaloT Ha CMMCAHMK C KapTbl Hebob-
LLION [EeHeXHON CYMMbI, MOXMLLAA MpU 3TOM BCe UMEILMECA Ha Hel cpencTBa.
B opyrom BapraHTe MOLLEHHWKN NPOCAT NepeBeCcTy AeHeXHble CpefCcTBa Ha Apy-
FYI0 KapTy B LeNnAX NOATBEPHAEHUA ee HAJIMUYUA Y HepTBbl UM OCYLLEeCTBUTb
rapaHTUPOBaHHbIM NNaTeX A51A pe3epBMpOBaHMA TOBapa.

ﬂ,ﬂﬂ TOro 4tobObl He cTaTb HepTBaMn TaKUX I'ICEB,EI,OpO3bIprILLI€l7I, Heobxo-
ANMO MOMHUTb O TOM, YTO HaCTOALWIMe KoMrnaHun, nposogAaule onpocol, He Npo-
CAT nepeBecTn UM NpegBapuTesibHO JeHeXHble CpencTBa. JTiobon nnaTe He3Ha-
KOMOM KOMMaHUN Unn Yyesl0BEeRY O0J1HeH 6bITb 060CHOBAH.

PABOTA B CETV N MOLLEHHWHYECTBO
C JOCTABROU HA 1IOM

B MHTepHeTe, a TaKKe B pa3/IMyHbIX PACCbIIKaX MOMHO MOMY4YNTb Npeasioxe-
HUA yaaneHHoW paboTbl C BO3MOMHOCTBIO BbICOKOrO 3apaboTka. Kak npaswmno,
B OMMCAHUM BaKaHCUM 0COO0 MoAYepKMBAETCH, YTO COMCKATENo He TpebytoTcA
cneunduyecKme 3HaHWA, OH JOIKeH byaeT NponTh obyyeHne, ANA Yero eMy Haao
npuobpecTn cneumanbHble MaTepuanbl IMH60 NoAyUUTb 6a3y AaHHbIX KTMEHTOB.
[lna 3T0ro HEO6X0ANMMO HEMHOIMO 3anNaTUTb 3a NOYTOBbIE Pacxobl, MOArOTOBKY
6a3bl JaHHbIX, 0by4YeHWe UM 4YTO-TO elle U TOMbKO MOCie 3TOro MpUCTynaThb
K paboTe. EcTecTBeHHO, YTO Moc/ie nepeBoAa AEHEMHbIX CPeACcTB MOLIEHHUKM
ncyesalor.

[pyron pacnpocTpaHeHHbIN BapuMaHT TaKoro MOLLIEHHNYECTBA MOMHO BCTpe-
TUTb odnanH. Hanpumep, nssectHasa pupma paclumpaeT CBOKO CeTb M HAaHUMAEeT
COTPYOHMKOB (MOXKHO C MHBANIMAHOCTBIO) ANA paboTbl Ha AoMallHeM TenedoHe.
K KaHamaaTy npyesraeT «npeactaBuTesib GUpMbl» U MPOBOANUT 3K3aMeEH, KOTOPbIN
npoxoaAT abcontoTHO BCe KaHamaaThl. [Nepen 0Tbe340M OH OCTaBAET Y COMCKA-
TenA Kakne-nmbo Belumn: Habop 06pa3LoB NPOAYKLUM, MHCTPYKLUMKU ONA 06LeHNns
C KNMeHTamu, TefledpoHHble CPaBOYHMKM U MOSlyYaeT 3a HUX 3anor — 06bIYHO
nopagka 1000-5000 py6neid. MNocne yero ncyesaeT HaBcerga.

HactosAwwue pabotopatenu nepen TPYLOYCTPOMCTBOM He TpebyioT MpOnTU
nnaTHoe oby4veHune, KynNUTb UX NPOAYKLMIO, ONAATUTb TPYOOYCTPOMCTBO.
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Mpexae YeM HauMHaTb OblLLeHMe C NobbiM paboToaaTeneMm, 3ananTe Ha canT
€ro KOMMaHWM, O3HaKOMbTeCb C OT3blBaMM O Hel, cobepute MHbOPMALMIO
0 peasibHOM OnbiTe B3aMMOAENCTBUA C 3TOM KOMMNAaHWen, ucnonb3lya npobunb-
Hble canTbl n/unn Gopymbl.

CnyyaeTca, YTO 3/10YMbILIEHHWKM MaCKMPYIOTCA Nog coumanbHbiX paboTHu-
KOB U1, MPUX04A NMoA4 UX BUAOM B JOM, HAQ4YMHAIOT paccKka3biBaTb O HOBOM JleKap-
CTBe [/1A NMEeHCMOHEPOB MO IbrOTHON LieHe niv npubope, ynyydllatoleM, CKarKeM,
paboTy cepaua. KoHeyHo, ero MoXKHO npuMobpecTn B paioHHOM LEHTPe Couu-
afIbHOW 3alMThl, HO TOrAa NpUAeTCA JOMro *»AaTb, @ BaM NOBE3/0, U Bbl cenyac
e ero nonyymte co ckngron 90%, roBopAT oHW. Kak npasBuno, npeanaraemMbii
MOLLEHHUKaMM TOBap He CTOMT 3anpalumMBaeMbixX 32 Hero JeHer, 3a4acTyto Yeso-
BEKA CKJIOHAOT K 3aK/II0YEHMI0 KpeaUTHOro JOroBopa Un Aarke 06BOPOBbLIBAIOT.

[inAa Toro 4ytobbl He CTaTb KepTBOM MOAOOHBIX MOLLIEHHUYECKMX CXEM, Heob-
XO0OMMO MOMHUTb, YTO ObICTPbIA 3apaboToK, Nerkve 6GofbluMe OeHbrM, CTaBKM
no BKknagam B 10 pa3 6onblue, YyeM y ntoboro 6aHKa, pabota 6e3 obpasosa-
HMA 1 HaBbIKOB, OMPOChHI, I0TEpPeN, AelleBble leKapCcTBa M ToBapbl, OKa3asLuMeca
BHE3arnHoO Ha ropore Ballero AoMa, — OYeHb YacTO CTAHOBATCA MpUMaHKaMu
015 NOBEPYMBLIX rpaxaaH. He TepaiiTe 6QMTENbHOCTM M He CnelmuTe paccta-
BaTbCA C geHbramu!

3ARTIOYEHUE

B 3akntoueHve, ewe pas obpaTvmM BHUMaHWe Ha npaBuna GpuHaHcoBol bes-
OMacHOCTK, KOTOpble MOMOryT BaM 3alUMTUTbCA OT AEWCTBUA MOLLUEHHUKOB
Ha PUHAHCOBOM pbIHKeE.

Mpu coBeplueHnn ntoboi onepauum C KapToW UM AeHEeXHbIMU CpeacTBaMu
npoAyMbiBanTe CBOU OENCTBUA N YUUTbIBAUTE BO3MOMHbIE OeWCTBUA MOLLEHHU-
KoB. He ocTaBnaiTe KapTy 6e3 nNpucMoTpa, He nepefaBanTe ee HUKOMY U TeM
6onee He coobwarite MNH-Koa, ogHopa3oBble Napoan 1 Apyryto nHdopmaumtio,
nosly4aemMyto Bamu oT 6aHka no TenedpoHy, B CMC-coobLeHNAX UM MO IN1EKTPOH-
HOM MnoyTe, JaXe CBOUM OIM3KMM pOACTBEHHMKAM, He rOBOpA YKe 0 Apy3bsAx,
3HAKOMbIX W MPoYMX TpPeTbUxX Nnuax. NMoMHUTE, YTO COTPYAHMK BGaHKa He uMmeeT
npaBa CnpawmnBaTb HA HOMep Ballen KapTbl, H1 TeM 6onee NMNH-Koa vnv naponw,
npuwegwme B CMC-coobuennax. Mpu nobbix npobneMax ¢ KapToi, COMHEHUSAX
WM NOAO3PEHUAX B €e KOMIMpoMeTauum CPOYHO CBA3blBalTeCb C HAHKOM-3MU-
TEHTOM Mo TeflepoHaM, YKa3aHHbIM Ha 060pOTe KapTbl UM Ha CaNTe HYrKHOM
KpeauTHOW opraHm3aumn. Micnonb3yinTe 6aHKOMATbl, YCTAHOBNEHHbIE B 6e3onac-
HblX MecTax. He npeHebperaiite KOMMblOTEpHOM 6€30MacHOCTbIO: YCTAHOBUTE
AHTMBUPYC, He OTKPbIBanTe Qariibl, CCbISIKM U3 HE3HAKOMbIX UCTOYHUKOB.

OcMoTpuTenbHO ucnonb3yite nybnnyHbii Wi-Fi. He nepenaBaiite KoHpUOeH-
LmanbHyo nHdopmaumio (naponn, 6aHKOBCKME AaHHbIE U TaK Aasiee), Mo BO3MOMK-
HOCTW UCNONb3yWTe BUPTYyasibHble YacTHble ceTu (VPN), nogrntoyanTech TObKO
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K TeM caiTaMm, KoTopble UCMOSb3YOT 6€30NacHbIN NMPOTOKO (3TO MOXKHO YBUAETb
no Hanuuuio https B Hayane Ha3BaHMsA caliTa B aApecHol CTpoKe bpay3epa).

ObpawaiTe BHUMaHMe Ha coobleHna 6pay3epa o 6e3onacHocTh. CKaunBaiTe
TO/IbKO HEoOXoAUMbIE MPUNTOMEHNA U3 U3BECTHbIX UCTOYHUKOB. OduumanbHble
MHTEpHeT-MarasuHbl NpUHUMAOT onpedesieHHble Mepbl AN NpefoTBpalleHun
pacnpocTpaHeHna BPedOHOCHbIX MPOrpamMM (XoTA M He BCerga YcrewHo), v Bbl
MOKeTe NPOoBepUTb OT3bIBbl APYriX Mo/b30BaTeNel, Nperae YeM pewmTe ycTa-
HOBUTb MPUIIOXHEHWE UM €C/IN 3aMeTUTe YTO-TO Nofo3puTenbHoe. Ecam Bbl cKa-
ymBaeTe NpuIoKeHNe ¢ HeodMUMANBHOrO caiTa M yCTaHaB/IMBAETE €ro Ha CBoe
YyCTPOWCTBO, BEPOATHOCTb TOrO, YTO MPU/IOMKEHNE MOMKET COAEpHaTb BPpedOHOC-
Hble MPOrpamMMbl, 3HA4YMTEIbHO BO3pacTaeT.

C OCTOPOKHOCTBIO MNOAXOANUTE K N0OBIM GUHAHCOBBLIM CepBUCaM, TPEOYHOLLM
BBOJA OAHHbIX Ballei KapTbl, CYeTa, NEpPCOHasbHbIX AaHHbIX, AAPecoB, Tese-
$oHOB, 0COO6EHHO eCc/in 3TO CBA3AaHO C KAKMM-TO BbIMMPbILLEM, NPOMOAKLMAMM
M MPOYUM.
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o Bonpocam GpuHaHCOBOW rPaMOTHOCTH:
fingramota(dcbr.ru

Cant baHka Poccuu no ¢nHaHCOBOM rpamMoOTHOCTK:
fincult.info

KoHTakTHbIN LeHTp BaHka Poccuu:

8 800 300-30-00

[ﬂ,flﬂ BecnnaTHbIX 3BOHKOB M3 pernoHoB POCCMM]

NHTepHeT-npneMHan banka Poccuu:
cbr.ru/reception



